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-Security Architecture
-Network Security
. -Security Assessment and Testing
-Security Operations
-Software Development Security
em.co-ab.0oo Legal and Ethical Iss;.les in Security
. -Legal Issues
- -Security and Privacy Act in Thailand
-International Security Standard
-Ethical Issues
~Cade Studies
Juil © oct.o0-ak.00 Introduction to Penetration Testing
-fonneu vaalwd Aidatulutegdu
-Goudfmiinetes
-What is Hacking?
-Who is a Hacker?
-Hacker Classes
Information Gathering: Footprinting and Reconnaissance
- Footprinting Concepts
. Footprinting Threats
-Footprinting Methodology
. . -Footprinting Tools
em.co-eb.co Scanning Networks
“Types of Scanning
“-Scanning Methodology
-Scanning Techniques
-Scanning Tools
Vulnerability assessment
“Vulnerability assessment methodology
-What is a vulnerability assessment?
-What is the CVE?
© What is the CVSS?
-vulnerability assessment process
“Vulnerability Scanning Tools
Vulnerability Scanning Tools (LAB)
"+-Nessus ‘

-OpenVAS

il @ oc.co-slb.oo Penetration Testing
-What is penetration testing .
Vulnerability assessment vs penetration testing
-Penetration testing methodology
-Penetration testing phases
-Penetration testing Report Example

Penetration Testing Tools (LAB)
-Kali Linux
Hacking Web Servers
-Webserver Concepts
-Webserver Attacks
-Attack Methodology
-Web Server Attack Tools
Web Server Attack Tools (LAB)
-Kali Linux
em.co-eb.oo Hacking Web Applications
-Web App Concepts
-Web App Threats
-Hacking Methodology
-Web Application Hacking Tools
Web Application Hacking Tools (LAB)
-Kali Linux
$ufl & owt.co-ew.00 System Hacking
-Cracking Passwords ,Escalating Privileges
Executing Application , Hiding Files , Covering Tracks

~ System Hacking Tools (LAB)

-Kali Linux
am.co-ab.0o Metasploit
-Introduction , Metasploit Fundamentals , Information
Gathering , Client Side Attack , MSF Post Exploitation

Maintaining Access , Covering Track , Metasploit Tool (LAB) ,
Kali Linux
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